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« CEO and Founder of QualityWize™
« 35+ years in sw engineering, agile transition, testing, quality
assurance and

« Co-authored ISTQB® Agile Tester Certification, co-authoring
the advanced level ISTQB® Technical Agile Tester

« |ISTQB® Marketing Chair

« Co-founder of the Israeli Testing Certification Board , Vice
President, Marketing Director

« Founder of the SIGIST Israel (testing forum) in Israel

« Certified as: System Analyst, Scrum Master, Quality Lead
Auditor (ISO-9000), TMMi Assessor (pending), Mobile
Application Testing, ISTQB® Test Manager, ISTQB® Test
Analyst, ISTQB® Agile Tester, QA Engineer...
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Agile Transition

SW Engineering

Quality Assurance
e Testing
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OFFERED SOLUTIONS ,

Providing tailor made solutions, leveraging your quality, processes, tools and ability to perform better, and deploy better products.

®)

Agile HealthCheck

0

Measurements & metric

program

®)

Agile Transformation

Software process
(transition and Operation)

improvement

Test Management & Test Design optimization

Optimization

Test process
improvement

Test Automation

Communication &
management

—

Working with distributed

Building smart teams
teams

A 4

)

Risk Management & Risk
Based Testing
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* |nitial quality assessment
audits (baseline)
AUDITS,

’ Ag | I € h € alth -C h ec kS Supporting customers with regular Quality Audits
® S afe g u ard i n g yo u r Making sure you keep a sustainable positive improvement path for your

company is a challenge. We at QualityWize offer to periodically evaluate your

I m p rove m e nt improvement and quality (plan and actual), keeping you on top of things, and
o suggesting a way forward.
Investments

ot P e rl O d i Cal Iy d O n e y to * Keeping progress according to plan

* Maintaining management confidence

al i g n to b u S I n eSS » Helping you in providing proof for continuous high quality

» keeping the attention and focus of the...

expectations e

We offer to support you in:
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- TRAINING & COACHING _
Offering Training & Coaching Packages

Enrich your team's skills and leverage their capabilities with our practical coaching solutions.
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Manager Engineer

Exploratory Testing Lab

« Some of our
ISTQB® Certified Agile Tester From a Traditional into an Agile Exploratory Testing Explained
u ISTQB® Foundation Level Certification Tester Practical introduction to the world of Testing in your context
. Extension a practical course in Agile exploratory testing
transformation
@ 2-3 days (Can be extended)
& Manager, QA, Engineer

@ 1day
& QA, Engineer

Optimizing Test Design Using ISTQB® Certified Test ISTQB® Certified Test Analyst Introduction to practical Test
Tools Manager ISTQB® Advanced Level Certification Automation
ISTQB® Advanced Level Certification

Pairwise, Orthogonal Arrays and
Classification Trees

@ 1-2days
& Manager, QA, Engineer
Measurements & Metrics Root Cause Analysis ISTQB® Certified Tester Practical Risk Based Testing
for making good Testing Decisions Techniques ISTQB® Foundation Level Certification
Practicalmethods to solve the
underlying problems, and improve

@ 1-2days
& Manager, QA, Engineer
Test Process Improvement Testing in Agile Enviroments Personal Communication & Adding Business Value
Test Process Improyement Using A practical workshop in Agile Testing Presentation Skills for Testing Increasing ROI in Testing
TPI® & TPI® NEXT practices Profcssionala
A practical workshop in
Communication practices
@2days ©2days © 2 Days ©3days
& Managesg, QA & Manages, QA, Engineer & Manager, QA, Engineer & Manages, QA, Engineer
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Understanding |oT concepts
— Introduction
— History

— Enablers
Describing the loT Challenges & some

 Summary

esting aspects
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Consumer products,

durable goods,

cars and trucks,

Industrial and utility components,

sensors, and other

everyday objects

are being combined with Internet connectivity and powerful data analytic
capabilities that promise to transform the way we work, live, and play

100 billion connected IoT devices = 11$ trillion by 2025
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¢ At the same tlme, It raises some challenges
— Security - hacking Internet-connected devices,
— Surveillance concerns,
— Privacy fears
— Interoperability/Standards - Technical challenges — communication
— Legal, Regulatory and Rights
— Emerging economy & development issues:

e Sustainable agriculture

Water quality and use

Healthcare,

Industrialization

Environmental management
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« Transforming many aspects of the way we live:

— Smart Home - Internet enabled appliances, Home automation components,
Energy management devices, more security and energy efficiency

— HealthCare - Wearable fithess and health monitoring devices, network
enabled medical devices — Disabled and elderly - independence and quality
of life

— Smart Cities - Networked venhicles, intelligent traffic systems, sensors
embedded in roads and bridges... =2 minimize congestion and energy
consumption

— Agriculture — monitoring systems supported by sensors, helping growing

yield grow, and faster more efficiently, reducing nature draw backers for
plants growth, improving farmers ROI, and reducing food cost for consumers

10



« Smart Home - Home automation, Energy management
devices, more security and energy efficiency

. ]
via Internet
D‘:D

11
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— HealthCare - Wearable fitness and health monitoring
devices, network enabled medical devices — Disabled and
elderly - high independence and guality of life

12



— Smart Cities - Networked vehicles, intelligent traffic
systems, sensors embedded in roads and bridges... 2

minimize overcrowding and energy consumption

-
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_ . > N L Monitoring
Intelligent Agriculture S | systems,

Monitoring loT Solution g " i3 susiAceess i) « Helping yield grow
FAER: LA awesil 5 petter/faster,
Reducing nature
e L R, | 1 i . draw-backers for
ety ™ <t e | plants growth,
' ’ : - improving Farmers
RO,

Reducing food
cost

Advantech’s Gateway and Sensor Node Integration

- -Tr
4

Windmull Solar Tank System Water
Generator Panel Water / Fertilizer System
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Monitoring
SIWEISIERS

Monitoring .
humidity and. ,'t‘-

watering
Monitoring

light

15
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« The term “Internet of Things” (IoT) — 1999 by British
technology pioneer Kevin Ashton, describing ‘a System
In which objects in the physical world could
be connected to the Internet by sensors’.

 He wanted to illustrate the power of connecting Radio-
Frequency ID (RFID) tags used in corporate supply chains to
the Internet, in order to count and track goods without the
need for human intervention.

Today: 10T include Internet connectivity & computing capability
to a variety of objects, devices, sensors, and everyday items —
Internet of Everything (lIoE)
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/0s - systems remotely monitoring meters on electrical grid
via telephone

90s - wireless technology allowed machine-to-machine (M2M)
enterprise and industrial solutions for equipment monitoring
and operation — built on purpose-build networks, industry-
specific standards (not open yet) and NOT on Internet
Protocols (IP) based and internet standards

First Internet Toaster, IP-enabled, was presented in late 90s

Later other “things” were IP-enabled: Soda Machine
(Carnegie Mellon University in US), Coffee pot (University of ’l
Cambridge UK)

Research started....founding today’s Internet of Things

17
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Universal Connectivity

Y Low—cost, high—speed,
A - e persistent network

connectivity,

licensed and unlicensed

QualityWize”
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Widespread adoption of IP—
based networking

IP has become a well-defined
and widely implemented
platform of software and tools
are incorporated into many
devices easily and
Inexpensively.

19



Computing Economics

We withess

greater computing power +
lower price and

lower power consumption

QualityWize"
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Miniaturization

Manufacturing allows computing
and communications technology
to be incorporated into very
small objects.

Add greater computing
economics...

21
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Advances in Data Analytics

New algorithms and rapid
Increases in computing power,
data storage, and cloud
services

enable the aggregation,
correlation, and analysis of vast
guantities of data,

—> extracting information and
knowledge.
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Rise of Cloud Computing

Cloud computing, which leverages
— remote/networked computing
resources - to process, manage, and
store data,

allows small and distributed devices
to interact with powerful back-end
analytic and control capabilities

23



Too many loT platforms

Too many loT communication protocols
Security — new attacks and threats surfaces
loT app, device diversity

Fast-moving data and increased load

QualityWize"



Too many loT platforms

Too many loT communication protocols
Security — new attacks and threats surfaces
loT app, device diversity

Fast-moving data and increased load

QualityWize"
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Devices has their unigue HW, and relies on SW to drive it.
There are so many variants of HW and SW for devices, as well as FW

Hence — not being able to Test majority of combinations

Testing aspects: New techniqgues and methods, and perhaps technologies,

needs to be invented and defined to select the best set of tests...removing
most of the risk, Al should be integrated, picking the best probable tests to
be tried out

Collecting data from end user will have to be done fast, in vast portions, and
In-production monitoring, data collection and testing should further develop —

for most popular/probable combinations
26



e

Bisrbilio elloT Ehallenges in Thstininy
~Describingthe loT Challenges inl Testin
- I : 3 )\\ ' J \\ | [//r g\

 Too many loT platforms

 Too many loT communication protocols

» Security — new attacks and threats surfaces
* |oT app, device diversity

* Fast-moving data and increased load

* Privacy & Leqgal

* Interoperability

27
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4. 00 may)\I6T commurtication Protocols\
& BRAY 5 0Q EREScak =g Hrer.
« 4 Common Communication Models used by IoT devices:
— Device to Device Communication
— Device to Cloud Communication

— Device to Gateway Model
— Back End Data Sharing Model

 The models demonstrate the underlying design strategies used to
allow IoT devices to communicate

« Testing aspects: Device interoperability and open standards, are key
considerations in the design and development of inter-networked 10T
systems

28
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The need for billions of internet

addresses is rising. [ Zrowth oppar ity for targeted Markets I

I PV4 SupportS On |y 43 b I | | I O N Expected number of loT devices shipped in 2020
addresses/devices connected

IPv6 is 2'%® addresses = 340
trillion, trillion, trillion addresses!

- % W 20%
Expecting 100 billion by 2025, | caan | CAGR | cron
makes it surely enough...

Testinq aspects: a lot of devices to
test.. Compound annual growth rate (CAGR)

W

AS
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Tdo mang\oJ_ communica {b{\ pgrotocols

* loT devices today use many different

: : : : Current Internet Protocols Expected IOT Protocls
communications protocols to interact with
controllers, and with each other T o MOQTT
_ Application
« More common now: Message Queuing FTP,SMTP,IMAP COAP,AMQP
Telemetry Transport (MQTT), Extensible
Messaging and Presence Protocol TCP and UDP Transport ' yyyp . rep
(XMPP) and Constrained Application

Protocol (CoAP) IPv4 and 1Pv6 Networking S

« MQTT - performs well in high latency

. : : : . Data Link Ethernet,Wi-Fi, GSM,
and low bandwidth situations, is the Ethemef,Wi-Fi, GSM s LTE-M, Lora, SigFox

Protocol Level

most popular TCP/IP Model

 Testing aspects: Testing tools should 10T and Internet Protocols
support these protocols (and APIs)




e

Bisrbilio elloT Ehallenges in Thstininy
~Describingthe loT Challenges inl Testin
- I : 3 )\\ ' J \\ | [//r g\

 Too many loT platforms

 Too many loT communication protocols

e Security — new attacks and threats surfaces
* |oT app, device diversity

» Fast-moving data and increased load

* Privacy & Leqgal

* Interoperability

31
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TELECOM TV
loT Security Spending compared to Device Growth
Data: Gartner, various  Graphic: TelecomTV
By 2020 1.4 | 800
295%
O -
of Enterprise attacks . e

will involve loT

3.8

Mo. of loT Devices (bn)
Worldwide loT Security Spending ($m)

50%

of loT implementations

will use Cloud security 2014 2015 2016 2017 2018

v

g
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» With more than 70% of ATTACK
loT devices currently ""‘““"""" “" ""'""""""'
vulnerable to security
ISsues, testing for
security holes is a
critical activity
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Seicuwtg ey atta ks aﬁ br\eats surf"aces

e Testing aspects:

loT devices, designed ({0 0] WMl Traffic characteristics of deployed massive IoT connected devices in a city scenario
deployed at a massive
scale - potential quantity of
Inter-connected links
between these devices Is
unprecedented — checking
points for vulnerabilities is a
challenge!

WATER ELECTRICITY BIKE FLEET
METERS METERS i MANAGEMENT

100 bytes 100 bytes 00 bytes 50 bytes 150 bytes
12 hours 24 hours 0 mi

10,000/km? 10,000/km?

34
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Seicuwtg/ W atta br\eats sur!-’aces

° TeStl N q as p ects The Internet of ransomware things...
Many loT deployments will EUREE [T\ e, | (i) | (s
consist of collections of identical | R | (i N e
or near identical devices = | e Ry

UR DI
SSSSSSSSSSS
’

N
nnnnnn

INA s s>
BITCOINS. s ArTack. ) ' | HEAT UNTIL

OVER THIS
CE!

Homogeneity Characteristic
means:

If you have hacked, one —
you have hacked them all!

35
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Seicuwtg ey atta ks av/\ breats sur!"aces

e Testing aspect: loT Device Lifecycle

Many IoT devices will be deployed with an
anticipated service life of much more years

These devices might be deployed In issi Monitor
circumstances that make it difficult or T
Impossible to reconfigure or upgrade; or
these devices might outlive the company
that created them, leaving orphaned devices

with no means of long-term support.

Service

Needing to develop security mechanism that
will last as vulnerabilities evolve...
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Setu ntg

y 10T ANALYTIC

Ins ghr s that empower you to understand loT markets

In many loT devices - the user loT Security happens on four different levels
haS ||tt|e or no real V|S|b|l|ty |nt0 Device, Communications, Cloud, and Lifecycle Management

the internal workings of the
device or the precise data

loT
Solution

streams they produce. e

This creates a security
vulnerability when a user believes
an loT device Is performing i
certain functions, when in reality it [l e
might be performing unwanted
functions or collecting more data

than the user intends.

Device(s)

7R 1=
* €80

@%b Secure Device (Hardware)

Physical security

Data at rest

Chip security

Secure booting
Device authentication

Device identity

Risk assessment

» Policies & auditing

Activity monitoring

Gateway Connection
! .

Secure Communications 1 2.3
Access control

Firewall / IPS / IDS
End-2-End encryption

Secure Lifecycle Management
Updates & patches

Vendor control

Cloud Applications

CRM ERP

Analytics

Secure Cloud
Data at rest

Platform & application
integrity verification

Unified threat management

User awareness assessment {_’:

Secure decommissioning g
[

Source: loT Analytics

37
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— Some |oT devices are likely to be deployed In
places where physical security is difficult or
Impossible to achieve. Attackers may have direct
physical access to loT devices. Anti-tamper
features and other design innovations will need to
be considered to ensure security. And testing
methods for those should be developed, as

well as tools.

» And more... S aateTe
(L F
,)'fffﬁ" /‘9\ Ly

v , 38



Too many loT platforms

Too many loT communication protocols
Security — new attacks and threats surfaces
loT app/device diversity

Fast-moving data and increased load

QualityWize"
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 The types of I0T devices
and applications are so
diverse =» strong test
capabilities!

 Performance must be
consistently high across
ALL devices, and
EXCEED user
expectations!
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e Testing aspects:

» Testers should have - strong test strategy, good understanding of the
architecture, ensure that devices and software under test are always
configured with the correct version

 Automated tests — which are a must in a very large coverage quantities —
will need to run @ part of a continuous testing pipeline —in production as
well — will have to detect this very quickly

QualityWize"
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 Too many loT platforms

 Too many loT communication protocols

« Security — new attacks and threats surfaces
* |oT app, device diversity

« Fast-moving data and increased load

* Privacy & Legal

* Interoperability

42
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[Fast-moying datal and intceased ;l/og’d/\

Connected loT devices rely on fast communication. So, network status can have a
big impact on device performance

Smart devices often experience problems with network infrastructure, such as over
loaded WIiFi channels, unreliable network hardware, and slow or inconsistent
Internet connections.

Testing aspects:

loT devices and applications must be tested across these different conditions to
ensure that they respond correctly without losing data

loT devices are often passive, so testers must understand what devices are being
used, and know how they behave.

This requires an adjusted look at performance testing tools and performance
monitoring

43



Too many loT platforms

Too many loT communication protocols
Security — new attacks and threats surfaces
loT app, device diversity

Fast-moving data and increased load

QualityWize"
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* As data Is spread across multiple platforms, devices, communication
channels, and data bases, across the globe/region of operatio
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- Big data analytics applied to aggregated personal
data already represents a sul;z%ntlal rlsk of privac

Invasion and potential discrimnation




Too many loT platforms

Too many loT communication protocols
Security — new attacks and threats surfaces
loT app, device diversity

Fast-moving data and increased load

QualityWize"
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In a fully interoperable

environment, any loT device The Importance of Interoperability

loT Systems: heterogeneous, large-scale, distributed systems with multivendor

would be able to connect to any building-blocks
other device or system and The challenge
exchange Information as * An aircraft jet engine is built with

: 25,000 parts
desired. * A passenger car has 30,000

- \ e A wind turbine has 8,000

More complex - Interoperability * There are >10,000 types of medical
among loT devices and systems devices

...all of which are from hundreds of
manufacturers

happens in varying degrees at
different layers within the
communications protocol stack
between the devices

We need Interoperability to build systems, create systems of
systems, to keep cost low, to reduce risk, to spur innovation,..

48
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Initeropepability (Int

Beyond the technical aspects,
Interoperabllity has significant
Influence on the potential
economic impact of loT.

Well-functioning and well-defined

device interoperability can

encourage innovation and provide

efficiencies for 10T device
manufacturers, increasing the
overall economic value of the
market

And more aspects like schedule
risk, technical risk, devices
behaving badly, legacy systems
connected, configurations, and
more...

Aal le

The Importance of Interoperability

\eé\ln Testmg

:
3 ’
P /77 \

loT Systems: heterogeneous, large-scale, distributed systems with multivendor

building-blocks

The challenge

* An aircraft jet engine is built with
25,000 parts

* A passenger car has 30,000

e A wind turbine has 8,000

® There are >10,000 types of medical

devices

...all of which are from hundreds of
manufacturers

We need Interoperability to build systems, create systems of
systems, to keep cost low, to reduce risk, to spur innovation,..

49
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« Testers must know a lot about the different devices, architecture, topology,
Interfaces, protocols and the interop challenges and enhance their knowledge with
tools and methods to identify, select, design and run automated tests for checking
those capabilities - Both before and during production timelines

« But — testers also have to exercise Negative tests checking interop is kept
according to the rules designed for it - not allowing risks to materialize

Lets see a brief video on the history and evolvement of
loT...©

50
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Genesis - Thats All.mp3
Brief History of IOT v1.ppsx

& |
< Summary
f ? A

y 4
Reviewed different bugs collected...
Reviewed |loT concepts, history, ‘what-is’ and enablers

Pointed to the Testing aspects related to loT challenges
Raised the skills/testing types needed for testing loT

52
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In Test1 ng/

The loT brings a new era, but with it big challenges to the market, the prowders,
the consumers, and in fact... to everybody!

Testers should follow closely the emerging solutions in the 10T area, understand
the challenges in the different dimensions (described and more), and adjust with
unique fitting tools and methods, knowledge enhancement in the infrastructure,
technologies (like RFID, NFC, Bluetooth, Z-wave, Wifi) and more

Testers will have to be more knowledgeable in Usability testing, Security
Testing, Connectivity testing, Automation testing, Performance testing,
Compatibility testing, Production testing, Regulatory testing,
upgrade/backup/recovery testing — and more JUST TO KEEP UP!

53



/6escr|b}g\th4)T Cllualle

SuMmary){& 2) / " \ \

In Test1 ng/

We will have to overcome challenges of HW-SW mesh, device interactions and
communication different models, real-time data testing, Ul, NW availability and
connectivity

Testers are required to understand the DNA challenges of the IoT — Privacy,
Legal, Regulations, Security, Interop and more — on top of our product
functionality - in order to form a test strategy for our products

We will have to use advance tools (Wireshark, tcpdump — for SW; JTAG Dongle,
Digital Storage Oscilloscope, SW defined Radio... - for HW and more) and
develop new ones - for the job

Well....Exciting Times!

54
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Ashton was working on RFID (radio-frequency identification) devices, and the close association of RFID and other sensor networks with the
development of the lIoT concept is reflected in the name of the RFID device company that Ashton joined later in his career: “ThingMagic.”
Kevin Ashton, Wikipedia, https://en.wikipedia.org/wiki/Kevin_Ashton

Radio-Frequency Identification.” Wikipedia, the Free Encyclopedia, September 6, 2015.
https://en.wikipedia.org/wiki/Radiofrequency_identification

Machine to Machine.” Wikipedia, the Free Encyclopedia, August 20, 2015. https://en.wikipedia.org/wiki/Machine_to_machine
"The Internet Toaster." Living Internet, 7 Jan. 2000. Web. 06 Sept. 2015. http://www.livinginternet.com/i/ia_myths_toast.htm

“The "Only" Coke Machine on the Internet." Carnegie Mellon University Computer Science Department, n.d. Web. 06 Sept. 2015.
https://www.cs.cmu.edu/~coke/history long.txt

Moore’s Law is named after a trend observed by semiconductor pioneer Gordon Moore that the number of transistors per square inch on
integrated circuits doubles roughly every two years, allowing more processing power to be placed into smaller chips over time.

Tschofenig, H., et. al., Architectural Considerations in Smart Object Networking. Tech. no. RFC 7452. Internet Architecture Board, Mar.
2015. Web. https://www.rfc-editor.org/rfc/rfc7452.txt

loT testing: How to overcome 5 big challenges, www.techbeacon.com

Internet of Things (1oT) Testing: Challenges, Tools and Testing Approach, April 2017

loT Testing — The Big Challenge Why, What & How, www.Qualitest.com , Benny Sand

The testing challenges ahead for the Internet of things, Christoph Hammerschmidt, EE Times Europe, 2014
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