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artificial intelligence
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machine learning is a field of computer science that gives 
computer systems the ability to learn, rather than being 

explicitly programmed

achieved by training an algorithmic system with data

it infers absent attributes which will be used in future 
predictions

it can classify things, count things, and group things
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so what's the problem?

• AI technology is moving forward rapidly in many areas.....  but not.....  transferring 
high-level knowledge between contexts.

• humans have a set of moral values, and those values can’t yet be easily added to an 
algorithm

• ML algorithms identify patterns in data, and use those patterns as rules - as 
heuristics 

     heuristics are an imperfect but fast method 

• ML + personal data = unique ethical risks for software
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selection bias is introduced when the training data is skewed, incomplete or biased 
towards frequencies that don't occur in real life

confirmation bias is the tendency to search for, interpret, focus on and remember 
information in a way that confirms one's preconceptions

training bias occurs when active human supervision passes on unconscious bias that 
belongs to the human conducting the training

inappropriate bias is bias that has a negative impact on the interests of the 
stakeholders of the system
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selection bias - using training data which is not representative will lead to 
predictions which re-inforce that bias
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selection bias - using training data which is not representative will lead to 
predictions which re-inforce that bias
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using "found data" from the internet re-inforces existing bias
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using "found data" from the internet re-inforces existing bias
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indirect discrimination

"In six major same-day delivery cities, 
the service area excluded 
predominantly black ZIP codes to 
varying degrees " 

- Bloomberg analysis that compared 
Amazon same-day delivery areas with U.S. 
Census Bureau data.
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indirect discrimination

"Staples’ seemingly rational decision to adjust online prices based on 
user-proximity to competitor stores led to consistently higher prices for 
low-income customers, who (as it turns out) generally live farther from 
these stores."

    -  [Tramer et al., 2016]
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indirect discrimination

Bloomberg analysed Amazon’s same 
delivery services and found that "In six 
major same-day delivery cities, the service 
area excluded predominantly black ZIP 
codes to varying degrees ".  

Amazon doesn’t know your race, but 
appeared to be operating a two tier 
services based on just that.

Amazon have since corrected this issue
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what about where algorithms have the potential for greater good?
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COMPAS

used in nine US states, COMPAS predicts reoffending risk and is
 an input to sentencing

uses 137 data inputs (excluding race) for each offender, propriertary commercial algorithm.  
Inputs include substance use, social isolation and other elements that criminoligists theorize 

about.



Education Justice Health Security Employment Culture Other

Generating 
knowledge Better identify 

learner's abilities

Reveal the 
different ways 

judgements are 
made

Tap into the vast 
amount of 
scientific 

publications

Identify 
unsuspected links 

between police 
investigations

Understand social 
phenomana in the 

workplace

Create cultural 
showpieces (e.g. 

art, music)

Fine-tune an 
insurance 

companies risk 
profile

Matching Allocate Higher 
Education 

positions to 
applicants

Allocate patients 
for participation in 

a clinical trial

Identify criminals 
from facial 

recognition in a 
crowd

Match a list of 
applications to a 

vacancy

Match compatible 
profiles on dating 

apps

Predicting
Predict early 

school-leavers

Predict the 
likelihood of a trial 
being successful

Predict epidemics Predict future 
crimes

Detect employees 
who are likely to 

resign.

Create crowd-
pleasers

Recommending

Recommend 
personalised 

learning pathways 
to students

Recommend
mediation

solutions based
on the profile of
the individuals

and similar cases
in the past

Recommend
career guidelines

in line with
individual profile

Recommend
books (Amazon),

TV series
(Netflix), etc.

Personalise
political

messages on
social media

Assisting with 
Decisions Suggest to the

judge the most
fitting case-law
solution for a
given case

Suggest suitable
therapeutic
solutions to
the doctor

Suggest hotspots
for police forces

to patrol

Allocate work to 
the best employee

Help drivers to
find the shortest
route from A to B

(GPS)
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a snapshot of AI/Algo main functions in key sectors...
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let's recap

• machine learning is a key part of AI, and its use is booming in many areas

• where personal data is processed, there is a risk of unfair bias

• protected features don't need to be included explicitly in the dataset

• bias can emerge when training datasets inaccurately reflect society, but it can also 
emerge when datasets accurately reflect unfair aspects of society.

• this bias can be unlawful, e.g. in the UK
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artificial intelligence has new qualities

Ability to learn

Ability to generalise

Trustworthiness
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• are people really testing for this?
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Industry response?
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testing techniques
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Technique Summary PROs CONs

Individual 
discrimination

Mutate the protected 
characteristics only, and 
measure the difference in 
outcome

Simple and easy to achieve
Verifies the discrimination

Indirect discrimination can't 
be tested

Small scale, so doesn't 
quantify the discrimination

Group discrimination Measure the difference in 
outcome per sub-group

Still easy to achieve but does 
require more volume

Verifies and quantifies the 
discrimination

Indirect discrimination can't 
be tested

Doesn't identify discrimination 
if the sub-group contains 
results which cancel each 
other out 

External validity Use test data  shown to be 
representative using 
external data sources (e.g. 
census), and measure the 
difference in outcome for 
different sub-groups 

Indirect discrimination can 
be tested for where it is 
inferred by location and age

Verifies and quantifies the 
discrimination

Much more complex and 
requires a specialist tool / 
development

Doesn't identify discrimination 
if the sub-group contains 
results which cancel each 
other out
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Test Strategy

Identify stakeholders

Consider risks and 
impacts of the 

algorithm

Consider tester 
diversity

Consider use of 
production data

Consider how test data 
can be verified as 

representative 

Determine acceptance 
critieria for level of 

significant bias 

Test Planning

Consider the 
mechanism of input 

collection 

Select test techniques

Prepare data

Build tooling

Plan to test 
consent/notification 

text against legal 
requirements 

(e.g. GDPR)

Test Execution

Ensure compliant if 
using production data

Ensure testing is 
independent to avoid 

confirmation bias

Implement selected 
techniques

Gain sign-off for any 
bias which is 

operationally justified

Post Go-Live

Ensure learning assets 
are configuration 

managed properly 
through environments

Monitor whether social 
norms have changed

Continue to evaluate 
the model as it evolves 

based on new data

a testing model to avoid digital discrimination...
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any questions?

email me adamsmith@piccadillygroup.com

@adamleonsmith


